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DF Assignment 6: Fergus File Carving

Name: Che Yu Chan
Date: July 25, 2026

Method

| opened the provided Fergus image and checked the end of the file in hex using GHex. | looked for
the normal JPEG end marker, FF D9. | then checked the bytes after that marker for another file
signature.

| found FF D9 at offsets 310,297-310,298. The next bytes, starting at offset 310,299, were %PDF -,
which is the beginning of a PDF file. | carved everything from offset 310,299 to the end of the
original image into a separate PDF. | used file and pdfinfo to check that the recovered file was a
real PDF.

You are using an unsupported command-line flag: —-no-sandbox. Stability and security will suffer.
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What | found in hex

The red boxes below show the two signatures used for carving. The JPEG file ends at FF D9. Right
after it, the PDF file begins with %PDF -. This means extra data was added after the JPEG had

already ended.

@ open

0004BABO 5D CE 4F
0004BACO A9 C9 76
06004BADO | CB 13 C3
0004BAEOG  AB 36 8D
0004BAFO  EE 63 D3
0004BBOO 4D FF

06004BB16 61 5C 6A
0004BB20 OF 06 1B
06004BB30 55 6F 98
0004BB40 97 32 78
0004BB50 63 1D B3
0004BB60 | 2C 45 A7
0004BB70 24 E9 DF
0004BBBO | Bl FO 25
0004BBOG 91 18 6D
06004BBA0 DO 26 DO
0004BBBO 01 F3 5F
06004BBCO | 62 59 55
0004BBDO | 56 22 6D
0004BBEG 35 6D 47
0004BBFO  8F OB 5E
0004BCOOG DD 12 48
0004BC10 AE BE 60
0004BC20 31 2E 33
0004BC30  OA 34 20
0004BC40 67 74 68

Offset: 0x4BC19

File comparison

File

Original image

Carved image
part

Carved hidden
file

Size

523,648
bytes

310,299
bytes

213,349
bytes

48 Bl
F6 B3
93 83
14 93
5A CE
EB 62
9A 85
2B AC
CA 5F
5B C1
DB DE
98 32
13 2F
98 4F
€9 E1
A0 5D
CA B9
0A AB
AB 5B
C2 BE
DC 5B
11 4C
AB AC
0A 25
30 20
20 35

fergus_original.jpg

B4 BF FO 3C BA 45 EC 0B
16 75 FB 4D 8E AE 3E C9
13 A6 ED CD BF 3B 9E 81
2A CB 2C 1A 1F 89 F4 A8
EA 36 B3 5B 96 66 7F 20
8A 7E 66 89 24 4D 29 F5
C7 €3 9D 5B 52 9A EE 67
ED 9A 03 74 F2 25 C1 DC
95 89 80 0D OC 4C 9A 01
9A 94 93 3B DF 39 BF 46
41 16 E2 OE 21 8E EA E2
32 CA E2 B4 A7 D7 E5 FA
F5 1B 13 F6 6B C9 7C 25
F6 1F 32 58 8E 61 94 FD
€9 7A DO oC BF 13 58 5A
3D F5 9D 74 DB EA A2 32
86 76 96 19 11 5A 59 7C
BO 68 96 F1 5D 1B D7 FA
AD FF 4F BB FA EC 73
22 D1 AC FC 39 77 2E 8F
D9 6D 8A 29 2E E5 8A F1

85 70 1D F2 E4 17 67 66 B5 EE E8 ..H.
B4 E8 BA[9F [§F][D9 25 56 44 46 2D] ..°
C4 E5 F2 E5

EB A7 F3 A0 DO C4 C6

6F 62 6A OA 3C 3C 20 2F 4C 65 6E
20 30 20 52 20 2F 46 69 6C 74 65

What | found

JPEG image, 437 x 611 pixels. It displays the Fergus picture, but it also has extra data
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1.3.% i,

.4 0 obj.<< /Len
gth 5 0 R /Filte

g

after the normal JPEG ending.

Valid JPEG image. This is the visible dog picture.

Valid one-page PDF. Its text says, “This is my dog Fergus.”
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Recovered hidden file

After carving the PDF, | opened it in Chromium. It opened normally as a one-page PDF, so the data
after the JPEG end marker was not random data. It was a separate hidden PDF file.

You are using an unsupported command-line flag: —-no-sandbox. Stability and security will suffer.

What this means

The original file was not only a JPEG. It had a PDF appended after the JPEG end marker. Looking
at the file signatures made it possible to find the boundary and carve the PDF out of the image.

BTW: Fergus is really cute!

Draft for review only. This file has not been submitted to Canvas.
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